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1  Executive Summary 
 

1.1 Summary of ICT Strategic Framework 

The strategy will focus on the following seven components:  

 Governance 

 Emerging Trends and Technologies 

 Business Systems and Applications 

 Infrastructure and Technology 

 ICT Business Continuity 

 Security 

 ICT Operations and Maintenance Including Projects 

1.2 Summary of Current State of ICT 

Sorell Council has the opportunity to improve its strategic planning and accountability of assets and 

their functionality. Due to limited management of these comparatively short-lived assets (typically 5-

10 years), Council have been potentially under investing in this asset category and therefore 

increasing risk in the form of: 

 Security requirements and specifically where the security weaknesses lie with both internal 

and external third-party service providers, i.e. cloud based platforms and Software as a 

Service (SaaS);  

 Software license needs and tracking of licenses vs users; and 

 Hardware fit for purpose, and that it meets the technical specification for the software.  

1.3 Risks 

Table 1 Summary of Enterprise Risks from DRAFT Risk Register, Sorell Council October 2021 

Risk Description    Risk Rating Responsibility 

1. Information Security & Privacy - 

failure to identify and manage 

deficiencies in Councils' IT Security 

and Privacy Protocols (External). 

High Manager - Asset, GIS & ICT 

2. Information Security & Privacy - 

accidental or malicious alteration / 

destruction of Council's data and 

equipment (internal). 

High Manager - Asset, GIS & ICT 

3. Information Security - failure to 

conduct IT system back up. (The 

overall capability and recovery of IT 

assets and Council Information). 

    Moderate  Manager - Asset, GIS & ICT 
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1.4 Security Maturity 

Table 2 and table summarising Council’s current state of Security based on the ‘Security Maturity level 1 from 
the Australian Cyber Security Centre 

 
Mitigation Strategy Percent Covered 

1 Application control 100% 

2 Patch applications 40% 

3 Configure Microsoft Office 
macro settings 

50% 

4 User application hardening 25% 

5 Restrict administrative 
privileges 

100% 

6 Patch operating systems 40% 

7 Multi-factor authentication 75% 

8 Regular backups 100% 

Council should strive for 100% in each of the 8 Security Mitigation strategies in order to achieve a 

“Security Maturity Status Level One” which is the baseline for an organisation of Council’s size. 

Currently, overall Council are approximately 66% of reaching a security maturity level 1.  This should 

be considered as part of the treatment plan for the Enterprise Risks in table 1 above.  

 

 

1.5 Action Plan / Recommendations 
Table 3 Summary of the Action plan over the next 3 financial years.  

Objective 

Update ICT Disaster Recovery Plan (DRP) – New Template 

Project Plan and scope for server infrastructure renewal including backup servers. See Recommended Hardware 
Architecture in Appendix A 

Renewal of Server Infrastructure 

Disaster Recovery Plan (DRP) Review and Testing 

Security vulnerability testing 

Security Policy and or framework to be developed 

Review Draft Acceptable use of ICT 

Scope / plan for PropertyWise cloud platform upgrade and migration 

ICT Strategic Group 

Establish Integration Mapping 

Phone system Review with view to implement a phone renewal program 

Migration of file data from share drive to SharePoint 

ICT Asset Management Plan 

Document admin logins and associated passwords to be stored securely in a central location 

Develop a partnership with a third party ICT resource to help maintain business continuity.  

Bring Council up to 100% for Security Maturity level 1 according to Australian Cyber Security Centre 
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2 Introduction 
 

Purpose of an ICT Strategy: 
The ICT Strategy has been prepared to provide non-ICT specialists with a tool to:   
 

 Assist the Council with understanding the complexity of managing short-life assets within 

information and communications technology within local government and the impact it has 

on the entire organisation; 

 A strategic resource underpinning decision making processes and services delivered both 

internally and externally to align with Councils ICT investment with its business objectives 

(Sorell Council Strategic Plan 2019-2029); 

 The state and architecture of Council’s ICT infrastructure assets including information 

systems and current operational budget; 

 Identify Sorell Council’s strengths, weaknesses, opportunities, and threats; 

 Align with Council values, policies, procedures, disaster recovery and business continuity 

plan; 

 And ultimately ensure that ICT is adequately managed to support Council’s current and 

future operations; 

 Provide pragmatic actions over a 3-year period; and 

 Provide direction for budgetary forecasts. 

What is ICT? 

ICT refers to technology that will store, retrieve, manipulate, transmit or receive information 

electronically or in a digital form. It includes communications devices or applications, computer 

hardware, software, network infrastructure, video conferencing, telephony and mobile devices.  

Whereas information technology caters for the technology, information management (more 

commonly known as Records Services) caters for the management of the data. Together they form 

ICT as a service delivery method for local governments.  

Adequate and appropriate ICT underpins all aspects of an organisation. It is integral to the delivery of 

services from the provision of information and advice, to providing better analysis of environmental, 

demographic, and social change for better land use management and planning. ICT also supports 

back-office operations, providing data storage, information management, email and mobile 

communications.   (Credit: ICT Strategic Plan, Town of Victoria Park) 

Sorell Council has not had a formal ICT Strategy in place for many years. The goal of this Strategy is to 

provide Council’s decisions makers with a framework to make practical ICT investment decisions in 

keeping with two of Council’s Strategic Objectives – Responsible Stewardship and Sustainable 

Organisation. 

ICT underpins the operational delivery of Council’s services. The total ICT fixed asset replacement 

cost is currently just over $500k.  

Section 3 will introduce an ICT Framework that Council will use as a baseline.   
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3 ICT Strategic Framework 
 

This ICT Strategic Framework covers 7 typical key components. Figure 1 below outlines these 

elements with a description of each that make up the ICT Framework. Section 3.1 – 3.7 will explain 

these elements with context to Sorell Council.  

 

Figure 1. The 7 key elements of an ICT Framework, (credit: Shire of Broome ICT Strategy 2016-2021) 

3.1 Governance 

Subcomponents of Governance include ICT Strategy and Planning; Risk Management; ICT 

Procurement; Policy, Process and Procedures; Performance measurement; ICT Resource 

Management; Monitoring and Compliance and ICT Sourcing Models.  

There has been a recent change in the Governance of ICT.  ICT prior to March 2021 had been 

governed by Finance and Information department under the Senior Manager for Finance and 

Information, however, it now lies with the Manager of Assets, GIS and ICT under the Senior Manager 

for Engineering & Regulatory Services.  

This Strategy is the first ICT Strategy for Council in many years.  There will be as a result, more 

discussion within Council on the strategic direction of ICT considering the framework components.  

Governance

Emerging Trends and  Technologies

Infrastructure and Technology 

Business Systems and Applications

ICT Business Continuity

Security

ICT Operations & Maintenance 
Including Projects
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The ICT Strategy will influence and support existing policies and risk framework and identify key 

organisational risks and associated treatments. A disaster recovery plan is also due for a revision.  

Collectively these documents (also reviewed by internal audit panel, the General Manager and 

Senior Managers) will allow for better transparency and compliance within Council and in turn 

minimise the overall organisational ICT risks ratings.  

Techquity, a third-party ICT delivery service provide Council with back up support when required.  

 

3.2 Emerging Trends and Technologies 

This includes:  Social Media; Smart Phones and Devices; Cloud Computing; Online Services; Open 

Data 

Part of the challenge with Information Technologies is that they are short lived assets and the 

technology changes rapidly especially relative to the majority of Council’s infrastructure assets.  As 

such the management priorities and investment in ICT can be fast moving and complex. The real 

threat or risk of obsolescence is much greater with ICT.  It is Council’s objective to ensure it can 

sustain operations with some future proofing of up to 5 years when it considers new and or 

replacement investments.  

Software requirements are the typical driver for improved hardware. Due to rapid development in 

technology it is difficult to plan for longer than a 3-5 year period.  Current ICT replacement schedules 

advise that a third of Council’s hardware will need to be replaced within 3 years. Warranty periods 

generally also do not exceed 3 years, however, extended warranties can be purchased to extend to 5 

years after which parts / repair and maintenance options are likely to become challenging, costly and 

or not capable due to their redundancy.   

Council’s server hardware is currently out of warranty period with the exception of the 2 primary 

production servers for which their extended warranty expires April 2022.  

A new architecture has been recommended that endeavours to ‘futureproof’ as much as it can in 

such an unknown / rapidly developing industry. See Appendix A for new hardware infrastructure 

architecture.  

 

3.3 Business Systems, Applications and Information Management 

This covers: Software Acquisition; Software Design and Development; Software Maintenance and 

Management; Business Process Analysis; Integration; Software Scoping and Requirements Definition; 

Testing and implementation; Change Management and Version Control.  

Council run a variety of core business critical information systems and applications.  The list in Table 6 

in the next section outlines Sorell Council’s Information systems that are required for efficient 

operation, record keeping and financial purposes.  

A survey was recently undertaken internally to get a stock take of the software products employees / 

end users were using on a daily basis and how effective they were.  
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Results were that we have over 50 different software applications across the organisation are 

actively being used. As for their effectiveness, one of the critical business systems, Property Wise 

was identified to be not entirely fit for purpose in some areas, primarily in the regulatory modules of 

the application and is business obsolescent with no planned updates or contemporary upgrades. 

3.4 Infrastructure and Technology 

This covers: Infrastructure and Architecture; Virtualisation; Capacity Management; Communications 

and Network Management; Data Storage; IT Asset Management; Systems Acquisition and Systems 

Design and Development.  

This covers Council hardware and network infrastructure used to deliver Councils ICT services. 

Section 4.2 on Council’s infrastructure will explain further the details of Council’s current set up.  

It is important that this hardware and networking be in good working order as this houses and 

delivers the majority of Councils communications technology and software applications.  There is 

now increasingly more opportunities to move on premises systems and applications that drive 

hardware specification requirements, to cloud based platforms, alleviating the burden on in-house 

infrastructure and storage requirements.  However this solution is not always cost affective as 

evidenced through an independent report completed in May 2021 by Committo. The results of this 

report have influenced the roadmap for improvements on a future infrastructure architecture as 

explained in Section 6.2.  

 

3.5 ICT Business Continuity 

This includes: Disaster Recovery; Contingency Planning; Backups; Replication; Redundancy; Data 

Recovery; Emergency Response 

The minimum activities that Council needs to undertake in order to deliver its level of services. 

Council are heavily reliant on all the above framework components, to run daily tasks and serve the 

community.  

Council has yet to test its DRP and it was recommended that we not do so until new infrastructure 

implemented using a renewal budget to be applied for as part of Councils 2022/23 capital works 

budget.  The consequences of testing and it failing are an unknown for which fixing may be more 

problematic and see further challenges and difficulties to get operational again in a timely manner 

with current resources.  

ICT business continuity thresholds have not previously be defined or quantified. However based on 

internal knowledge and understanding of Councils business critical systems, Council could be 

productive for approximately 4 hours with minimal disturbance or productivity loss. After this, most 

office staff would not be capable of undertaking the majority of their role and responsibilities 

efficiently or effectively. 

3.6 Security 

Addresses things such as: Access Management; Authentication; Audit; Remote Access; Incident 

Management / Reporting and Responses; Physical and Environmental Security; and Network and 

Communications Security. 
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Security is essential to protect Council’s information and its systems from unauthorised access, 

confidentiality breeches, data modification or destruction.  

Council has several security measure software solutions in place that alert unauthorised access and 

downloads, spam, and ransomware.   

Council, however, cannot currently quantify how penetrable or vulnerable our network actually is 

and this is demonstrated in the improvement plan in Section 6.2 to determine and act accordingly.  

The Australian Cyber Security Centre (ACSC) has developed prioritised mitigation strategies for 

organisations to follow, called The Essential Eight. As a result, Council is near completion of 

implementing “Multifactor Authentication” (MFA) which is one of the essential eight strategies that 

is very effective and simple to deploy.  

3.7 ICT Operations and Maintenance including Projects 

Initiation; Planning; Change Management; Execution; Reporting; Monitoring and Controlling; and 

Closing.  

Ensure that Council are following structured project management methodology when implementing 

any ICT related initiative / project. This process will then lend itself in minimising enterprise risks.  

The planning of ICT projects and operations at Council. The improvement plan in this strategy 

recommends a number of prioritised capital works projects that will need to be managed by Councils 

ICT Coordinator and Manager - Assets, GIS & ICT.  
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4 Current State of ICT 

4.1 Status / Risk Analysis 

Below is a SWOT analysis, identifying Council’s current Strengths, Weaknesses, Opportunities and 

Threats as of September 2021. 

Table 4. SWOT Analysis on the Current State of ICT at Sorell Council as of Sept 2021 

 

 

 

 

 

 

 

 

 

 

 

STRENGTHS 

 Business adaptability 

 System integrations 

 Low overhead System management  

 Internal training of software users 

 Industry specific systems used e.g. Assetic 

as an Asset Register.  

 Budget savvy  

 CCTV presence prevalent and good 

accessibility 

 Workforce mobility and Operations & 

Maintenance 

 Good value from existing SLAs 

 

WEAKNESSES 

 This is the only document to date that 

acknowledges strategic direction 

 Legacy business systems – taking space  

 Limited resources i.e., single ICT staff 

member 

 Limited budget for New and Upgrades 

 Very limited-Service Level Agreements 

(SLAs) in place with Suppliers 

 Equipment age and on premise 

infrastructure either out of warranty 

period and or nearing end of life 

 DRP not tested and externally 

recommended that we don’t under 

current configuration 

 No single systems administrator for some 

of Council’s core business systems 

 Amongst the staff there is a general lack 

of awareness of software available to the 

users and their capabilities 
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Three enterprise ICT risks have been identified in Councils Risk RegisterTable 5 summarised below in 

Table 5. 

Note that there is currently one ICT coordinator to service the equivalent of 67 full time employees.  

 

 

 

 

 

 

 

 

THREATS 

 Lack of internal documents, procedures 

and policies 

 Ever evolving industry and short life assets 

 Outdated virtual machines (servers) make 

us vulnerable to cyber-attacks due to lack 

of security measures or no longer 

provided by supplier 

 Not meeting the ‘Essential 8’, a federal 

government guideline initiative for 

preventing cyber security breaches. 

 High cost of maintaining old software, 

applications, licensing, support and labour 

 ICT Disaster Recovery Plan (DRP) not 

tested 

 Password protection without a backup 

resource 

 

 

OPPORTUNITIES 

 ICT representation at the strategic level 

 Include ICT on the enterprise risk register 

 Develop an ICT Asset Management Plan, 

include 5 year roadmap for both 

hardware and software including LTFP 

 Develop a Cyber Security Policy 

 Identify ICT skill gaps 

 External resource alliance 

 Implement better ICT project 

management culture amongst non IT 

Staff members and consult ICT staff at 

the project planning phase  

 DR plan reviewed and tested 

 Further network with like organisations 

and industry consultants or e.g. an ICT 

user group forum 

 User friendly public facing information 

with Sorell’s Demographic in mind 

 Further integration of systems and 

applications in order to reduce double 

handling of data, scanning tasks etc.  

 Review / survey communities’ 

expectations on council to deliver 

Information Technology 

 Provide more online services for 

customers / rate payers and tourists 
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Table 5. A Summary of the ICT specific risks found in Council’s enterprise risk register 

Risk Description    Risk Rating Responsibility 

4. Information Security & Privacy - 

failure to identify and manage 

deficiencies in Councils' IT Security 

and Privacy Protocols (External). 

High Manager - Asset, GIS & ICT 

5. Information Security & Privacy - 

accidental or malicious alteration / 

destruction of Council's data and 

equipment (internal). 

High Manager - Asset, GIS & ICT 

6. Information Security - failure to 

conduct IT system back up. (The 

overall capability and recovery of IT 

assets and Council Information). 

    Moderate  Manager - Asset, GIS & ICT 

The risk rating above is the Residual Risk, upon which some controls have been put in place.  

However, there are additional controls planned but yet to be implemented to help further mitigate 

these risks.  The ‘High’ level risks will also incur a separate risk treatment plan of their own. Further 

detail on these risks is provided in Appendix C – Enterprise Risk Rating for ICT. 

Other major operational Risk include Loss of productivity to the business, Business continuity and 

Security.   

 

4.2 Infrastructure 

 

Sorell Council currently hosts 23 virtual servers on on-site hardware. As this infrastructure ages, 

Council will require a plan for renewal that will meet current and potential short-term future 

requirements.  

Below is a schematic of Council’s infrastructure architecture.  
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Figure 2. Current IT Infrastructure architecture. Credit: Drawn by Committo as part of the Sorell Council Cloud 
and infrastructure Report, May 2021. 

Council engaged Committo to review the above setup and quantify its current utilisation and 

potential weaknesses.  

Results demonstrated that overall the virtual servers appeared to have adequate compute and 

storage capacity. Whilst some virtual servers did demonstrate a significant increase in storage and 

utilisation, the MagiqDocs server is nearing capacity.  

The following Section 5.2 details the Information systems that this hardware needs to host.  
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4.3 Information Systems 

Table 6. Information systems critical to business operations.  

Critical Business 
Systems 

Function Provider / External 
Support 

Location SLA Backup 
Frequency 

Overall 
System 

functionality 
and support 

PropertyWise Property and Rates, 
billing, Regulatory 
Services 

CouncilWise On Premise None Hourly Below 
standard / 
minimum 
support  

Navision ^ Finance system Dialog Cloud Unknown Hourly Standard 

Assetic Fixed Asset Register 
including valuation data 
and asset maintenance 
system 

Assetic  Cloud Yes  
(paid SLA) 

Multiple cloud 
solutions via AWS 

Good 

MagiqDocs Records Magiq Software On Premise None Hourly Average 

SSA/GIS 
(MapInfo) 

Spatial Asset and 
Regulatory data 

Pitney Bowes / 
Insight GIS 

On Premise Yes  
(Paid SLA) 

 Good 

Councils Website  Ionata as of Nov. 
2021 

Cloud None Geo redundant Good 

Desk Phones  External / internal 
communications 

5G Networks and 
Avaya hardware 

On Premise none Hourly Average 

Mobile Phones communications Intuit Technologies n/a NA Device storage 
not backed up, 
users need to use 
OneDrive 
accounts 

Average 

File Server Document storage Techquity On Premise NA Hourly NA 

Printers Printing, copying, 
scanning 

Equigroup & Winc 
Printers are Leased 

On Premise None Regular 
maintenance  

Good 

Data / File Backup Data backup Techquity (A Veeam 
product) 

On Premise None Hourly Good 

Office 365 Emails, Office 
applications i.e. word, 
excel, teams, OneDrive 
/ SharePoint 

 
Techquity 

 
Techquity 

 
None 

 
Unspecified 

Good 

VacciWise Vaccination register CouncilWise On Premise None Hourly Neutral – 
software 
outdated 

FME Integration between 
systems 

ESRI Australia On premise None NA – dependent 
on system 

Good – has 
become 
integral in 
keeping SSA 
linkage to 
Assetic 

Non Critical Business’ Systems 

Councils 
Facebook Page 

Social media content 
and communications 

Internal /  Facebook Cloud NA Facebook 
protocol 

NA 

Intranet Internal 
communications 

Internal On Premise NA Hourly NA 

Konect Asset data collection, 
engineering, regulatory 
and depot functionality 

External – Insight 
GIS 

Cloud Part of GIS 
paid SLA 

Cloud back up  Good 

DGPS Asset data / 
engineering 

External (software / 
apps via 4D global 
i.e. Arrow supplier 
required Datamine 
for discover app 

Cloud None Organisational 
Backup procedure 

NA 
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^ Navision is currently in the last phase for upgraded to Business Central 365, a cloud based platform. Subscribe HR to also 

be rolled out as new payroll system that integrates with BC365 as of Dec. 2021. 

These are the business critical Information systems and are critical for business continuity planning 

and productivity. 

4.4 Management Achievements & Practice 

The following table summarises the achievement and IT practices put in place over the last 12 

months at Council and their impact on the organisation as a result or how they will benefit the 

organisation in the near future. 

Table 7 A Summary of the actions and Practices Council have taken in the last 12 months and their respective 
outcome and benefit to the organisation 

Achievement / Practice Outcome / Benefit 

ICT internal software survey 
conducted 

This is on an ad hoc basis with ideally 2 weeks’ notice before 
services and help desk monitoring is required. Reduced the 
strain on the only ICT resource Council has and provided 
coverage when the ICT resource is on annual leave and or 
RDOs.  

External contractor engaged to 
provide IT help desk support when 
required.   

Recommended hardware architecture that is fit for purpose. 
This will be used to inform the IT hardware renewal project. 

External advice and review of IT 
Infrastructure. 

Recommended hardware architecture that is fit for purpose. 
This will be used to inform the IT hardware renewal project. 
Future direction on the plan for hardware vs SaaS 

Organisation has moved to MS 
Office 365 (O365) 

Corporate emails, documents, files, and apps like power 
point, excel, word are all available online, no remote 
desktop applications or VPNs required, accessible anywhere 
there with an internet connected device. Microsoft Teams 
provides further remote communication especially in the 
wake of the pandemic which has changed the IT culture with 
virtual meetings. Backups of O365 has also been 
implemented by a third party, Techquity.  

Website renewal due to go live Nov 
2021 

Much more user friendly both from the front end for 
community users and for staff administering the content.  
There is also capacity to offer better online services 
providing customers 24/7 services.  

MFA 
Near completion of implementing Multifactor 
Authentication organisation wide, helping to mitigate 
Council’s information security risks. 

Information system criticality 
Identified business critical information systems (Table 6) in 
order to address business continuity plan 

Expansion of field based 
Technology 

Capturing and checking of regulatory data in the field, 
reducing forms and the need to double handle information 
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Adoption of more cloud based core 
systems and software as a service 

 Ability for staff to work remotely and provides improved    
business continuity measures. 

 

4.5 Security Maturity 

A security maturity assessment has been done against the Australian cyber security centre for the 

Essential Eight Maturity Model Found here, https://www.cyber.gov.au/acsc/view-all-

content/publications/essential-eight-maturity-model  

For the 8 mitigation strategies an assessment was done to as to whether Council are meeting each of 

the strategies described (either YES or NO) 

Table 8 The Mitigation Strategies that achieve a security maturity level 1 from the Australian Cyber Security 
Centre 

Mitigation 

Strategy 
Description 

Do we mitigate (YES / 

NO) 

Application 

control 

The execution of executables, software libraries, scripts, installers, 

compiled HTML, HTML applications and control panel applets is 

prevented on workstations from within standard user profiles and 

temporary folders used by the operating system, web browsers 

and email clients.  

YES 

Patch 

applications 

Patches, updates or vendor mitigations for security vulnerabilities 

in internet-facing services are applied within two weeks of release, 

or within 48 hours if an exploit exists. 

Patches, updates or vendor mitigations for security vulnerabilities 

in office productivity suites, web browsers and their extensions, 

email clients, PDF software, and security products are applied 

within one month of release.  

A vulnerability scanner is used at least daily to identify missing 

patches or updates for security vulnerabilities in internet-facing 

services.  

A vulnerability scanner is used at least fortnightly to identify 

missing patches or updates for security vulnerabilities in office 

productivity suites, web browsers and their extensions, email 

clients, PDF software, and security products.  

Internet-facing services, office productivity suites, web browsers 

and their extensions, email clients, PDF software, Adobe Flash 

Player, and security products that are no longer supported by 

vendors are removed.   

YES 

 

 

YES 

 

NO 

 

 

NO 

 

NO 

https://www.cyber.gov.au/acsc/view-all-content/publications/essential-eight-maturity-model
https://www.cyber.gov.au/acsc/view-all-content/publications/essential-eight-maturity-model
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Mitigation 

Strategy 
Description 

Do we mitigate (YES / 

NO) 

Configure 

Microsoft 

Office macro 

settings 

Microsoft Office macros are disabled for users that do not have a 

demonstrated business requirement.   

Microsoft Office macros in files originating from the internet are 

blocked.  

Microsoft Office macro antivirus scanning is enabled.  

Microsoft Office macro security settings cannot be changed by 

users.  

YES 

 

YES 

Unknown 

NO 

User 

application 

hardening 

Web browsers do not process Java from the internet.  

Web browsers do not process web advertisements from the 

internet.  

Internet Explorer 11 does not process content from the internet.  

Web browser security settings cannot be changed by users.  

NO (not enabled) 

NO 

 

NO 

YES 

 

Restrict 

administrative 

privileges 

Requests for privileged access to systems and applications are 

validated when first requested.  

Privileged accounts (excluding privileged service accounts) are 

prevented from accessing the internet, email and web services.  

Privileged users use separate privileged and unprivileged operating 

environments.  

Unprivileged accounts cannot logon to privileged operating 

environments.  

Privileged accounts (excluding local administrator accounts) cannot 

logon to unprivileged operating environments.  

 

YES 

 

YES 

 

YES 

 

YES 

YES 

Patch 

operating 

systems 

Patches, updates or vendor mitigations for security vulnerabilities 

in operating systems of internet-facing services are applied within 

two weeks of release, or within 48 hours if an exploit exists.  

Patches, updates or vendor mitigations for security vulnerabilities 

in operating systems of workstations, servers and network devices 

are applied within one month of release. 

 

YES 

 

 

YES 
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Mitigation 

Strategy 
Description 

Do we mitigate (YES / 

NO) 

A vulnerability scanner is used at least daily to identify missing 

patches for security vulnerabilities in operating systems of 

internet-facing services. 

A vulnerability scanner is used at least fortnightly to identify 

missing patches for security vulnerabilities in operating systems of 

workstations, servers and network devices. 

 

Operating systems that are no longer supported by vendors are 

replaced.  

NO 

 

 

 

NO 

 

NO  (Navision and Civica) 

 

Multi-factor 

authentication 

Multi-factor authentication is used by an organisation's users if 

they authenticate to their organisation’s internet-facing services. 

Multi-factor authentication is used by an organisation’s users if 

they authenticate to third-party internet-facing services that 

process, store or communicate their organisation's sensitive data. 

Multi-factor authentication (where available) is used by an 

organisation’s users if they authenticate to third-party internet-

facing services that process, store or communicate their 

organisation's non-sensitive data. 

Multi-factor authentication is enabled by default for non-

organisational users (but users can choose to opt out) if they 

authenticate to an organisation’s internet-facing services. 

YES 

 

YES 

 

 

YES  

 

NO 

Regular 

backups 

Backups of important data, software and configuration settings are 

performed and retained in a coordinated and resilient manner in 

accordance with business continuity requirements.  

Restoration of systems, software and important data from backups 

is tested in a coordinated manner as part of disaster recovery 

exercises 

Unprivileged accounts can only access their own backups.  

Unprivileged accounts are prevented from modifying or deleting 

backups.  

YES 

 

 

YES 

 

NA 

 

YES 
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20 

5 Drivers of Change and Demand Management 
 

5.1 Expectations and ICT Use:  

There is an expectation the organisation will provide on-demand content and services 24/7. 

More and more organisations are using technology for their service delivery in order to keep 

up with the demands of growing populations / communities and need to access services out 

of typical business hours. Self-service functionality is ‘normal’ these days and is expected. In 

order to meet these expectations, organisations must meet the certain requirements, and 

that usually comes at a cost.  There is also an expectation from internal staff to have 

contemporary information systems that are fast, reliable, user friendly and fit for purpose. 

We are in a time such that the market is flooded with ICT options and undergoing continual 

improvements and can be challenging for local governments to keep up with.  

 

5.2 Governance  

Local governments must comply with legislative and regulatory requirements for that 

reason, and ICT strategic planning must consider these when administering, implementing 

and running technological services, for example there are strict rules around record 

management, systems that provide this must be capable of these requirements and should 

be factored into any software acquisition scoping. Ensuring security is taken into account 

also when replacing or upgrading systems. 

 

5.3 Emerging Technology, Rapid Change and Obsolescence 

With the rate at which technology is advancing, it is difficult to plan more than 3-5 years out. 

This in turn results in the short life nature of these technological assets due to the rapid 

progression in this industry and making anything older than 5 years potentially obsolete, 

particularly when it comes to manufacturer’s warranty and extended warranty offers. 

Software applications are continually improving and often require a minimum specification 

on the host hardware, which also drives the quick turn over of ICT infrastructure.  

Software as a Service (SaaS) can be considered a solution to this, as more and more 

applications are turning to cloud based platforms and reducing the need for organisations to 

have high end infrastructure and or the storage capabilities. This however also comes at a 

cost and a cost benefit analysis should be undertaken before any new acquisition of software 

and hardware.  

 

5.4 Funding and Resources 

Council as a result of this strategy and the prioritised improvement plan outlined in section 

6, will give Council a better understanding for how to adequately fund ICT for the next 3-5 

years.  
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5.5 Asset Management 

Council will be asked to approve and adopt an inaugural ICT Asset Management Plan. This 

will detail further the status of ICT both in practice and financially and give better light to 

what future funding requirements and investments should be allocated to this asset 

category. With the goal to make ICT more transparent as to what it is required for different 

levels of service.  

 

 

5.6 Location Flexibility / Field Service Management 

At Council we are continually looking to improve productivity with smarter ways to conduct 

business with the resources we have, this can be the form of mobility app service delivery to 

more ways to communicate internally and externally which we have learnt to do as a 

necessity as a result of the recent pandemic in the way of zoom, teams etc.  It is more widely 

accepted now to work from home, but with that comes the systems in place to facilitate this 

and with more cloud based solutions this reality is becoming even easier to implement.  

Sorell Council have spent the last 4 years using a cloud-based asset register and mobility 

solution to capture maintenance through the use of a work order system. This has allowed 

the depot to become more efficient with the creation and completion of work orders, asset 

inspections / assessments out in the field, alleviating paper and transcription work once back 

in office at a desktop.   

 

5.7 Environmental Influences 

Community growth, new infrastructure, pandemic implications, natural disasters, climate 

change and government initiatives and legislation can all influence the operations at Council. 

For example, climate change data will certainly influence future forecasts and models, in 

turn influencing the demand for increased compute and storage requirements to run these 

models. Council currently have a stormwater overland flood model and the current local 

compute requirements are only just satisfactory to re-run the model with additional data. 

New building developments at Council are also drivers of change to Councils ICT procedures 

and maintenance budgets. The management of this equipment must be considered at the 

project scoping phase as ICT solutions will influence budget and options to streamline the 

management should be considered due to limited resources at Council in this field.    
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6 ICT Action Plan and Future Desired State 
The following two sections demonstrate the current policies and procedures in place at Council and a 

three-year roadmap for ICT based on industry guidelines and standards, infrastructure age / Asset 

management practices that factor in obsolescence, fit for purpose, resourcing and the ICT Strategic 

Framework.  

6.1 Document Register 
Table 9 Table of Council’s current Documents, Policies, Strategies and Plans that relate to ICT.  

Document Type Adopted Version / Date Planned Revision  

Strategic Plan (10 year) Aug 2019-29 2029 

Asset Management Policy Aug 2018 Sept 2022 

Strategic Asset Management Plan V2    18/09/2018  

Risk Management Policy March 2005 and last revised July 
2018 

June 2023 

Risk Management Strategy Aug 2016  June 2022 

Fraud and Corruption Prevention Policy Dec 2011 and last revised Oct 2016 October 2018 / TBC 

Sorell Communication Devices and Social 
Media Policy 

May 2017, reviewed July 2020 July 2023 

Sorell Municipal Emergency Management 
Plan 

November 2020 November 2022 

Sorell Council IT Disaster Recovery Plan v2 
(2017) to be updated 

DRAFT only 2017 Dec 2023 (after 
hardware renewal) 

 

6.2 ICT Roadmap and Recommended Improvements 

Table 10  An Action plan / Road map of ICT improvements over the next 3 years.  

Objective Action Target / 
Timeline 

Responsibility Budget 
allocation/ 
Status 

Framework 
Reference 

Update ICT 
Disaster Recovery 
Plan (DRP) – New 
Template 

Review DRP and 
summarise in a new 
more user friendly 
template  

June 30 2022 ICT Coordinator & 
Manager – 
Assets, GIS & ICT  

 OPEX Governance / ICT 
Business Continuity 

Project Plan and 
scope for server 
infrastructure 
renewal including 
backup servers. 
See Recommended 
Hardware 
Architecture  

Use Committo 
Report 
recommended new 
architecture to 
establish cost and 
project plan to put 
up for new capital 
job 

Feb 2022 ICT Coordinator & 
Manager – 
Assets, GIS & ICT 

Scope – OPEX 
 

ICT Operations & 
Maintenance / 
Projects 
AND 
Infrastructure & 
Technology 

Renewal of Server 
Infrastructure 

Implement the above 
for Council Approval  

June 2023 ICT Coordinator & 
Manager – 
Assets, GIS & ICT 

CapEX to be 
approved June 
2022 

ICT Operations & 
Maintenance / 
Projects 

Disaster Recovery 
Plan (DRP) Review 
and Testing 

Review and update 
an ICT DRP once 
server infrastructure 
has been renewed 
and then test it 

June 2023 ICT Coordinator & 
Manager – 
Assets, GIS & ICT 

OPEX ICT Business 
Continuity 
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Objective Action Target / 
Timeline 

Responsibility Budget 
allocation/ 
Status 

Framework 
Reference 

Security 
vulnerability 
testing (post DRP 
testing) 

Engage a third party 
to test our systems 
vulnerability to 
cyber-attacks and 
offer 
recommendations to 
mitigate 

June 2023 ICT Coordinator & 
Manager – 
Assets, GIS & ICT 

OPEX / 
Contractor 
budget 

ICT Operations & 
Maintenance / 
Projects 
AND 
ICT Business 
Continuity 

Security Policy and 
or framework to be 
developed 

 Dec 2023 Manager – Asset, 
GIS & ICT 

OPEX Governance 

Review Draft 
Acceptable use of 
ICT 

Review and revise a 
2009 Draft version of 
this policy with intent 
to get Council 
approval 

June 2023   Governance 

Scope / plan for 
PropertyWise 
cloud platform 
upgrade and 
migration 

 June 2022 ICT Coordinator & 
Manager – 
Assets, GIS & ICT 
And Team Leader 
CBS 

Scoping – OPEX 
No Current 
CAPEX funding 
approved 

ICT Operations & 
Maintenance / 
Projects 
 

ICT Strategic Group Collaborate with 
industry specific 
people – e.g., ICT 
user group in TAS.  

June 2022 ICT Coordinator OPEX Governance 

Establish 
Integration 
Mapping 

Pictorial of how all 
our Information 
systems are linked 
with one another 

June 2022 Manager – 
Assets, GIS & ICT 
 

OPEX Business Systems 
and Applications 

Phone system 
Review with view 
to implement a 
phone renewal 
program 

Develop a business 
case for phone 
system renewal 

Business case 
by June 2022 
Implement 
June 2023 

ICT Coordinator Put forward 
Capital Job to 
be approved for 
2023 by Council  

ICT Operations & 
Maintenance / 
Projects 
 

Migration of file 
data from share 
drive to SharePoint 

Requires a file 
restructure and 
complete overhaul of 
data to migrate and 
requires buy-in from 
each department  

June 2024 Manager – 
Assets, GIS & ICT 
And ICT 
Coordinator but 
will require 

 ICT Operations & 
Maintenance / 
Projects 
 

ICT Asset 
Management Plan 

Create a DRAFT asset 
management plan 
once all the ICT 
Assets have been 
transferred from NAV 
to Assetic (2021 
Operational Plan) 

June 2022 Manager – Asset, 
GIS & ICT 

OPEX  
(Ops Plan 
2021/22) 

Governance 

Document admin 
logins and 
associated 
passwords to be 
stored securely in a 
central location 

    ICT Operations & 
Maintenance / 
Projects 
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Objective Action Target / 
Timeline 

Responsibility Budget 
allocation/ 
Status 

Framework 
Reference 

Develop a 
partnership with a 
third party ICT 
resource to help 
maintain business 
continuity.  
 

Due to single 
resource dependency 
at Council 

 ICT Coordinator 
and Manager – 
Assets, GIS & ICT 

 ICT Business 
Continuity 
 

Review Security 
Maturity Level and 
bring up those 
strategies up to 
100% 

 June 2022 ICT Coordinator OPEX Security 

Risk Treatment 
plan for High Risks 
found in the risk 
register 

Develop the risk 
treatment plan only 

June 2022 Manger – Assets, 
GIS & ICT and GM 

OPEX Security  
(also fulfils 
enterprise risk 
treatment plan) 

Desktop PC 
Renewal over 2 
years 

  ICT Coordinator CAPEX $35K over 2 years 

  

Table 11 Summary of the Action Plan with an Estimate of Budget per Financial Year over the next 5 years 

OBJECTIVE FY21/22 FY23/24 FY24/25 BUDGET (approx.) 

Update ICT Disaster Recovery Plan 
(DRP) – New Template 

   
$0 

Project Plan and scope for server 
infrastructure renewal including 
backup servers. See 
Recommended Hardware 
Architecture  

   

$0 / CAPEX (not yet 
scoped) 

Renewal of Server Infrastructure    $50K CAPEX (Quotes 
still to come in) 

Disaster Recovery Plan (DRP) 
Review and Testing 

   $1000 OPEX (estimate 
only) 

Security vulnerability testing    $1000 OPEX (estimate 
only) 

Security Policy and or framework 
to be developed 

   $500 OPEX (estimate 
only for review) 

Review Draft Acceptable use of 
ICT 

   $0 

Scope / plan for PropertyWise 
cloud platform upgrade and 
migration  

   $0 

Property Wise Migration    $30K CAPEX (min) 

ICT Strategic Group    $0 

Establish Integration Mapping    $0 
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Phone system Review with view 
to implement a phone renewal 
program 

   
$50K CAPEX (not yet 

scoped) 

Migration of file data from share 
drive to SharePoint 

   
$15K OPEX (not 

properly scoped) 

ICT Asset Management Plan    $0 

Document admin logins and 
associated passwords to be stored 
securely in a central location 

   $0 

Develop a partnership with a third 
party ICT resource to help 
maintain business continuity.  
 

   $0 

Review Council’s Security 
Maturity Level and bring it up to 
100% of Maturity level 1 

   $1000 (not yet scoped)  

Desktop Renewals over 2 years 
   

CAPEX $35K over two 
years 

Note where $0 budget, Internal Staff time by ICT Coordinator and Manager – Assets, GIS & ICT at a 

minimum will be required.  

Other Opportunities recommended by Committo because of the review done on Council’s hardware 

configuration are over next 5 years:  

1. Renew and ‘future-proof’ on premises equipment for a fraction of the cost of moving to 

cloud based platforms such as Azure. This will result also in bringing Councils IT 

infrastructure back under manufacturer’s warranty. 

2. Further investigation and the move to software as a service (SaaS) platforms. For example 

PropertyWise has been identified as one to seriously consider and invest in a migration from 

on premise to their new cloud based platform.  Note that not all our applications should 

move to cloud, many will run and be more efficient if they remain on Premise such as GIS.  

*NOTE - Under new accounting rules, Software as a Service will no longer be capitalised, it 

will become an operational expense.  

3. Following the move to some of Council’s applications to SaaS, will as a result determine the 

specification of future hardware renewal and reduce the on-premises compute and storage 

requirements and in turn potentially reduce not only the expense of needing higher 

specification servers to house the core business applications but also reduce the risk of data 

loss and data security. 
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Below is the desired target hardware / infrastructure architecture for Council. 

 

Figure 3 Recommended future infrastructure architecture (Committo Infrastructure Report May 2021) 
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Appendix A – Corporate Governance Framework 
 

The ICT Strategy sits underneath Council’s Strategic Plan  
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Appendix B – Active Software / Applications 
A list of all the active software and licenses Council has as of Oct 2021 

Product Vendor Department Number of 
Active  
Licences 

Business Critical 

Microsoft Office 365 
Business Basic 

Techquity All 89 Yes 

Microsoft Office 365 
Business Standard 

Techquity SERDA 2  

Microsoft Office 365 
Enterprise E3 

Techquity IT 1  

Azure AD Premium Plan 1 Techquity All 1  

Power BI Pro Microsoft - 2 
licences @ $13.73 each per 
month  

Techquity Engineering 2  

Techquity Remote Access 
Standard 

Techquity All 54 Yes 

Power BI Pro Microsoft - 1 
licences @ $13.73 each per 
month IT 

Techquity IT 
 

 

PropertyWise Microwise All Unlimited  Yes 

VaciWise Microwise Health 
 

 

Umango OCR software 
maintenance 

Winc All 2 Processors Yes 

SSA/MapInfo Pro Insight GIS GIS Unlimited Yes 

Jet Reporting Dialog Finance 
 

 

Microsoft Navision 
(Business Central) 
Essential Licence 

Dialog Finance 9 Yes 

Microsoft Navision 
(Business Central) Team 
Member Licence 

Dialog Finance 2 Yes 

Dialog Quck Start Pack Dialog Finance 
 

 

Subscribe HR (100 
employees) 

Subscribe HR Finance Up to 100 Yes 

Brolly Social Media 
Archiving 

Ladoo 3893 Comms 1  

Chocolaty Remote 
Deployment Software 

Chocolaty IT N/A  

Assetic Cloud Assetic Engineering Unlimited Yes 

Pulseway (Server 
Monitoring) 

Pulseway IT 
 

Yes 

Civil 3D 
 

Engineering 1  

AutoCad Civil3D (3 Users) AutoDesk or 
Resller Civil 
Survey Solutions 

Engineering 3 Yes 

Freshdesk Helpdesk Freshworks IT 1  

1Password 1Password IT 1 Yes 



 

30 

Product Vendor Department Number of 
Active  
Licences 

Business Critical 

My Local Service App Local 
Government 
Association of 
SA  

Comms 
 

No 

Adobe Acrobat Standard 
DC (PDF Editing) 

Winc 
 

26 Yes 

Adobe Pro DC Winc 
 

2  

Adobe Indesign Winc Comms 1  

FME Desktop Software 
Maintenance  

MapData 
Services 

Engineering 1 Yes 

GoFax, Digital FAX for CAC 
and Depot 

GoFAX 
December 

CBS 1  

Intedat Contractor 
Induction 

Intedat.Systems 
3409 DEC 

WHS Facality 
Maintence 

unlimited 
admin users, 
250 licences 
for each 
contractor 

Yes 

Survey Monkey CC Jackie 3740 
32 February 
$348 AUD 

Comms 
 

 

Konect Single User 
Renewal (Engineering) 

Julie GIS 1  

Screen Connect (Remote 
support and software 
maintenance) 

CC screen 
connect 

IT 1  

Spam Hero (prevents spam 
emails) 

CC SpamHero IT Site wide  

Livepro LivePro 9x$29 
12Months 
$1740, $174, 
$1914 

CBS 10  

BlueBeam (PDF 
Stamping/Editing) 

drg digital CBS 7  

Blue Beam for 2 x Planners 
+ 1 x Denis Wall 

drg digital Planning 1  

MagiqDocs (1 Year Annual 
Licence Renewal) 70 Users  

magiq software Records 70 Yes 

MagiqDocs - Easy Forms  magiq software CRM  Site wide  

Webroot (Antivirus) Intuit IT 99  

Konect Apps Insight GIS GIS 5 
Simultaneous 
App usage 

 

Konnect Desktop SW Main 
Lic 

Insight GIS GIS 1   

FME db import/export tool Insight GIS GIS 1  

Zoom Licence Zoom IT 1  
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Product Vendor Department Number of 
Active  
Licences 

Business Critical 

Canva Subscription Canva 
Subscription 

Comms 1 Yes 

Brolly (social media 
archiving software) 

Brolly Comms 1 No 

Visio Std 2016 
  

2  

Windows Server 
Datacentre Core 2016 

  
34 Yes 

Windows Server 
Datacentre 2008 Release 2 

  
1 Yes 

Windows Server - User CAL 
2012 

  
75 Yes 

Windows Remote Desktop 
Services - User CAL 2016 

  
10 Yes 

SQL Server Standard Core 
2016 

  
6 Yes 

SQL Server Standard - 1 
Processor 2008 Release 2 

  
1 Yes 
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Appendix C – Enterprise Risk Rating for ICT (extract) 
ENTERPRISE RISKS   Inherent Risk  Residual Risk      

Risk 
Ref 

Lea
d 

Are
a 

Risk 
Descriptio

n 

Consequ
ences 

Ar
ea 

L'hoo
d 

Conseq 
Risk 

Ratin
g 

Preventative & Mitigating 
Controls Implemented 

L'hood 
Conse

q 

Risk 
Ratin

g 

Additional P & M Controls to 
be Implemented 

Person 
Responsible 

Implementati
on Date 

Review 
Date 

Comments 

27 ICT 

Informatio
n Security 
& Privacy - 
failure to 
identify 
and 
manage 
deficienci
es in 
Councils' 
IT Security 
and 
Privacy 
Protocols. 
(External) 

Reputati
on, legal 
action, 
financial 
cost, 
operatio
nal 
delays. 

All Likely  Major  High  

Spam / malacious software 
protection. Multi-factor 
Authentication part 
implementation. Anti-virus 
and windows defender on 
all Servers.  Heightened 
awareness around 
fraudulent / phishing 
scams, alerted via 
webroot. Limited 
adminstrators. 

Possible  Major  High  

Control Rating - Satisfactory. 
Undertake technical 
vulnerability assessment and 
address the recommendations 
(externally provided). 
Heighten security awareness 
internally. Acceptable use 
policy. Seek certificates of 
assurance from cloud based 
platforms. Backups protected 
TBC. 

Manager - Asset, 
GIS & ICT 

Q4 - 21/22  Sep-22 
Control 
Status - 
Pending 

28 ICT 

Informatio
n Security 
& Privacy - 
accidentia
l or 
malicious 
alteration 
/ 
destructio
n of 
Council's 
data and 
equipmen
t. 
(internal) 

Reputati
on, legal 
action, 
financial 
cost, 
operatio
nal 
delays. 

All Likely  Major  High  

Privacy policy / 
procedures, Fraud and 
Corruption prevention 
policy and Communication 
Devices and Social Media 
Policy in place. 

Possible  

Major  
 

 

 

 

 

 

 

 

 

 

 

High  

Control Rating - Satisfactory. 
Multi-factor authentication 
implementation. Security 
framework and or policy to be 
developed. More awareness 
regarding type of equipment 
Council uses.  

Manager - Asset, 
GIS & ICT 

Q3 - 21/22 Sep-22 
Control 
Status - 
Pending 
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29 ICT 

Informatio
n Security 
- failure to 
conduct IT 
system 
back up. 
(The 
overall 
capability 
and 
recovery 
of IT 
assets and 
Council 
Informatio
n) 

Reputati
on, legal 
action, 
financial 
cost, 
operatio
nal 
delays. 
(Loss of 
essential 
staff 
access 
and 
recovery 
of critical 
IT 
applicati
on and 
informati
on in the 
event of 
a 
disaster). 

All Likely  Major  High  

External O365 back-ups. 
Some Cloud based systems 
in place. 2 x DR servers in 
place. (Consult Business 
Continuity plan). Currently 
more risk in testing DRP 
for first time with down 
time. 

Unlikely  Major  
Mod
erate  

Control Rating - Satisfactory. 
Review and test ICT disaster 
recovery Plan (DRP). Include 
Council's capabilities in 
accordance with the Business 
Continuity Plan.    
Documentation on all core 
business systems with a 
specific procedure, including 
estimated downtime, who 
perform the process, the risk 
associated with current IT 
resources and known last back 
up time so we know how 
many hours of potential data 
lost. Change logs 
implemented, put clear SLAs 
in place with responsibilities 
defined (note at present, it is 
more of a risk to test our 
DRP). More knowledge 
required around the process 
of cloud and SAAS systems. 

Manager - Asset, 
GIS & ICT 

  Sep-22 
Control 
Status - 
Pending 
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Appendix D – ACSC Maturity Level One 
 

Mitigation Strategy Description 

Application control The execution of executables, software libraries, scripts, installers, compiled HTML, HTML 
applications and control panel applets is prevented on workstations from within standard user 
profiles and temporary folders used by the operating system, web browsers and email clients. 

Patch applications Patches, updates or vendor mitigations for security vulnerabilities in internet-facing services are 
applied within two weeks of release, or within 48 hours if an exploit exists. 

Patches, updates or vendor mitigations for security vulnerabilities in office productivity suites, 
web browsers and their extensions, email clients, PDF software, and security products are 
applied within one month of release. 

A vulnerability scanner is used at least daily to identify missing patches or updates for security 
vulnerabilities in internet-facing services. 

A vulnerability scanner is used at least fortnightly to identify missing patches or updates for 
security vulnerabilities in office productivity suites, web browsers and their extensions, email 
clients, PDF software, and security products. 

Internet-facing services, office productivity suites, web browsers and their extensions, email 
clients, PDF software, Adobe Flash Player, and security products that are no longer supported by 
vendors are removed. 

Configure Microsoft 
Office macro settings 

Microsoft Office macros are disabled for users that do not have a demonstrated business 
requirement. 

Microsoft Office macros in files originating from the internet are blocked. 

Microsoft Office macro antivirus scanning is enabled. 

Microsoft Office macro security settings cannot be changed by users. 

User application 
hardening 

Web browsers do not process Java from the internet. 

Web browsers do not process web advertisements from the internet. 

Internet Explorer 11 does not process content from the internet. 

Web browser security settings cannot be changed by users. 

Restrict administrative 
privileges 

Requests for privileged access to systems and applications are validated when first requested. 

Privileged accounts (excluding privileged service accounts) are prevented from accessing the 
internet, email and web services. 

Privileged users use separate privileged and unprivileged operating environments. 

Unprivileged accounts cannot logon to privileged operating environments. 

Privileged accounts (excluding local administrator accounts) cannot logon to unprivileged 
operating environments. 

Patch operating 
systems 

Patches, updates or vendor mitigations for security vulnerabilities in operating systems of 
internet-facing services are applied within two weeks of release, or within 48 hours if an exploit 
exists. 
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Mitigation Strategy Description 

Patches, updates or vendor mitigations for security vulnerabilities in operating systems of 
workstations, servers and network devices are applied within one month of release. 

A vulnerability scanner is used at least daily to identify missing patches for security vulnerabilities 
in operating systems of internet-facing services. 

A vulnerability scanner is used at least fortnightly to identify missing patches for security 
vulnerabilities in operating systems of workstations, servers and network devices. 

Operating systems that are no longer supported by vendors are replaced. 

Multi-factor 
authentication 

Multi-factor authentication is used by an organisation's users if they authenticate to their 
organisation’s internet-facing services. 

Multi-factor authentication is used by an organisation’s users if they authenticate to third-party 
internet-facing services that process, store or communicate their organisation's sensitive data. 

Multi-factor authentication (where available) is used by an organisation’s users if they 
authenticate to third-party internet-facing services that process, store or communicate their 
organisation's non-sensitive data. 

Multi-factor authentication is enabled by default for non-organisational users (but users can 
choose to opt out) if they authenticate to an organisation’s internet-facing services. 

Regular backups Backups of important data, software and configuration settings are performed and retained in a 
coordinated and resilient manner in accordance with business continuity requirements. 

Restoration of systems, software and important data from backups is tested in a coordinated 
manner as part of disaster recovery exercises. 

Unprivileged accounts can only access their own backups. 

Unprivileged accounts are prevented from modifying or deleting backups. 

 



 

2 

Appendix E – DRAFT ICT Strategy as at March 1st 2021 
Sorell Council ICT Strategic Plan   
 
Executive Summary 
 
Sorell Council’s ICT Strategic Plan will guide policy, software and infrastructure choices in a direction which will support 
Council strategically and help meet community needs and business requirements into the future. 
 
Sorell Council’s Information and Communication Technology (ICT) Strategic Plan has been developed to ensure that Council’s 
ICT services and operations are aligned with the overarching strategic direction of Council. The way in which information is 
managed, and the technology used to support information management, is extremely important to Council. Information 
management allows Council to perform its key functions and service delivery and supports organisational decision 
making. The ICT Strategic Plan will help guide Council’s future ICT investments, ensuring they support Council’s strategic 
direction and align with operational objectives.   
 
We have undertaken consultation with staff at all levels of the organisation and listened to community feedback, in order to 
better understand some of the core issues faced when dealing with ICT around Council and the needs going forwards. 
The top issues uncovered were:  

 

 Council’s operational ICT systems have historically been independent of each other, relying on staff to manually 
perform data entry and data matching across different operational systems. There is currently a lot of double 
handling occurring, as current systems do not accommodate a single point of data entry. Council have made some 
progress with system integration, however, there is still the opportunity to continually improve in this area.    
 

 Council’s operational systems currently do not have dashboards to provide “at a glance” visibility of the status of 
departmental information. This is largely a result of the lack of system integration and not one system summarising 
Council’s data on a regular basis.   
 

 Community engagement via digital services is lacking, difficult to use, limited in functionality and requires a 
complete overhaul/refresh to bring it into line with community expectations.  Sharing of information to the public 
is resource limited and could be streamlined to improve online interaction and public engagement.  

 

 Council staff are spending a significant amount of time on administrative and manual tasks, rather than focusing on 
their core roles. This includes the requirement to enter data into multiple systems and completing paperwork and 
spreadsheets prior to entering data into the systems. This is especially common for field workers, as there is a lack 
of accessibility of operational systems in the field. Council staff don’t have semi/fully autonomous 
technology available to them to assist and overall ICT is not being effectively utilised to assist in completing these 
tasks.  

 

 ICT resources are limited and significant ICT resources are utilised for Council’s operational requirements, leaving 
less time available to focus on business improvements and user engagement. Council staff feel there is a lack of 
knowledge and training around what ICT technologies are available, both in the market and already implemented. 
New ICT processes and systems would like to be utilised, however, staff require ICT support and resources in order 
to achieve these changes.   

 
The issues uncovered have the potential to reduce organisational efficiency and effectiveness and cost the Council time and 
money. Additionally, the issues raised can created inconsistencies in data handling and availability of information to the 
community. Consequently, impacting on Council’s ability to make informed and timely decisions and deliver its key strategic 
focus areas.  
 
The following ICT strategic objectives have been developed as a result of our consultation with staff:   
 

 Integrate Business Systems  

 Reflect Community Expectations in Services  

 Empower Staff to Deliver Business Outcomes  

 Re-focus ICT   
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The strategies outlined are practical and meaningful. These strategies are also achievable if they are made a focus in Council’s 
annual and operational plans and the following support and resources are made available:  
 

 ICT staffing resources are available and the ICT team are skilled and capable to implement Council’s ICT strategic 
directions.  

 Council’s organisational departments play an active role in the implementation of Council’s ICT strategic direction. 
Departments are consulted and included in ICT decision making.  

 ICT strategic and operational change is embraced and supported by the ICT team, Council staff, Senior Management 
and Councillors. This includes support through changes to ICT related workplace culture and supporting ICT and HR 
policies.  

 Council’s annual budgets include appropriate operational and capital budget allocations aligned to overall ICT 
business needs and allows for ICT strategies to be successfully implemented.   

 
 In order to deliver our ICT Strategic Plan, the commitment and support from Councillors, SMT and staff across all levels of 

Council is essential.  Achieving these strategies will help to create a progressive, intelligent and sustainable ICT foundation 

for Council to build upon.  

Sorell Council’s Strategic Direction    
 
Sorell Council’s Strategic Plan 2019 -2029 is one of the most important documents Council produces. It helps to develop a 
clear and practical strategic framework for the next ten years and drives multiple processes and functions. It determines our 
focus for community objectives, operational priorities, budget framework, advocacy, influences grant submissions and 
informs staff project planning.    
 
The Strategic Plan outlines four key strategic objectives for Council:   
 

 To facilitate regional growth   

 To provide responsible stewardship and sustainable organisation   

 Community confidence in Council   

 A liveable and inclusive Community   
 

The ICT Strategic Plan has been developed to support the Strategic Plan and ensure that Council’s ICT services and operations 
are aligned with the overreaching strategic direction of Council.   
 

  
 
Our Objectives and Strategies   
Our Objectives: What we want to achieve  
Our Outcomes: What success will looks like  
Our Directions:  How we will deliver   
 

OBJECTIVE 1 - Integrate Business Systems   
 
What we want to achieve:   

 Selection of systems which enable enhanced integration. 

 Improved data flow between operational systems.  

 Improved departmental reporting, including “at a glance” reporting.    

 Cross platform information availability.   
 

What success will look like:    

 Reduced time and effort required to get information to the right place, including reduced manual data entry, data 
matching and duplication.  

 Improved information availability and access to meaningful information.  

 Improved task tracking and overview of current departmental information. 
 

How we will deliver:   
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 Consultation with departments on information flow requirements, including exploring current issues and future 
improvements.   

 Consultation with vendors to discover better opportunities to improve integration with existing systems within 
Council.  

 Selection of primary business systems which support secure, open communication between systems and have 
published documentation on achieving these goals. 

 Implementation of tools to enable staff to create their own data views of relevant departmental information.  
 
OBJECTIVE 2 - Reflect Community Expectations in Services   
 
What we want to achieve:  

 Increased self-service functionality, with Council services, at all levels of Council, available online.  

 User-friendly, intuitive and simple customer service experiences.  

 Increased community engagement opportunities through ICT, including social media. 

 Improved information management and management of services for the community.  

 A user-friendly platform for staff to manage public facing information. 
  

What success will look like:  

 Increased flexibility, accessibility and availability to Council services (e.g. 24/7).  

 Reduced number of community queries, calls and foot traffic, freeing up time to pursue other value adding customer 
services.  

 Reduced manual processing of customer transactions.  

 Increased customer and community satisfaction.  

 Improved promotion of Sorell municipality to attract future developers and residents.  

 Increased staff confidence and staff engagement when managing public facing information.   
 

How we will deliver:   

 Consultation with customer service to understand suitability of core customer facing systems, including exploring 
current issues and future improvements.  

 Investigate and implement online technologies that enhance Council’s customer service experience, including 
suitability and compatibility with mobile platforms.  

 Implement online payment, services and booking capabilities across Council.  

 Assist in the development of the Communications/ Social Media Strategy.  

 Implement simplified information management for Council staff, including website management and unification of 
social media activities.   

 

OBJECTIVE 3 - Empower Staff to Deliver Business Outcomes   
 
What we want to achieve:  

 Availability of corporate systems in a mobile and secure manner.  

 Efficient mobile workforce, focusing on ICT mobility for field workers.  

 Reduced manual paper work, manual processing and duplicate data entry.  

 Improved ICT resources for staff, including training, education and assistance.  

 Innovative, accountable and resilient staff on ICT issues at all levels of Council.   
 

What success will look like:  

 Increased productivity, with more time spent by Council staff utilising their core skills.  

 Decreased time and costs on administrative tasks, including manual handling of paper work and data entry tasks.  

 Increased mobility, with the ability to work directly in the ICT systems when off-site.  

 Predictable and consistent information management and streamlined work processes.  

 Staff able to work independently, remotely and efficiently. 
 

How we will deliver:  

 Consultation with departments on the digitalisation of manual handling processes, including exploring current 
issues and future improvements. 



 

5 

 Analysis of staff workflows, manual handling, paper work and data entry points.  

 Implement ICT to assist with the reduction of paperwork and digitalise as many paper based processes as possible.  

 Investigate and implement systems which support a mobile workforce and allow field staff to track and manage 
workflow directly in the system.   

 Implementation of ICT and Human Resource policies to support mobile workforce. 

 Increase staff training and education with a strong focus on assistance in modernising workplace practices to reduce 
and/or streamline workflows.  

 
 

OBJECTIVE 4 - Re-Focus ICT   
 
 
This objective ties the ICT strategic plan together, as it underpins the other three ICT strategic objectives and provides a solid 
base on which to enable ICT resources to focus on improvement, integration and services. 
 
What we want to achieve:  

 Increased reliance on hosted/managed solutions for Council’s production systems.  

 Proactive rather than re-active ICT management, including reduction in ad-hoc ICT call-outs and help-desk 
requirements. 

 Minimised infrastructure management requirements.  

 Reduced departmental administration requirements. 

 Reduced ICT day-to-day operational tasks.  
 
What success will look like:  
  

 Improved confidence in ICT systems.  

 Secure, resilient and reliable systems, with strong and consistent infrastructure and software management.  

 Increased ICT time and resources available to focus on staff engagement, system improvements and efficiencies. 
 

How we will deliver:   

 Increased ICT department engagement with staff, including regular consultations with staff to explore current issues 
and explore future improvements.  

 Increased staff ICT training and education.  

 Budget allocations for ICT projects and services to be reasonable and aligned to Council’s operational plan and 
overall business needs.  

Evaluate and implement technologies which give the ICT department and/or the overall business greater flexibility, 
autonomy and reduced maintenance requirements.  


